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You need to submit a confidential white paper and/or computer 
code to your client, but want to protect your IP before sending it out.

You would like to submit a research paper to a refereed journal, but 
want to make sure your research is not plagiarized.

Or you simply want to discuss your ideas with colleagues, 
investors, etc., but wish to have the peace of mind knowing that your 
IP is protected.

Here’s a simple trick for protecting your IP via “security by 
obscurity”.

1. You create a trust with broad objectives, including handling your 
intellectual property. The trust name should be obfuscated. You can 
use a random password generator with all letters, e.g., “GTCJNZAM 
Trust”. You can be the trustee and the beneficiary at the same time. 
Make sure the trust has no income, otherwise it will need a Tax 
Identification Number (TIN) – the idea here is that the trust should 
remain completely obfuscated. Also, unlike business structures such as 
limited liability companies and corporations, such a trust need not be 
registered. It is a legal entity that no one needs to know about.

2. You will need a mailing address for your trust. Do not use your
or your company’s mailing address. You can get a PO Box or a private 
mail forwarding service. It can be under your name and, since you are 
the trustee, you can also have your trust as one of the addressees. You 
will have to make sure not to share this address with anyone else so the 
trust remains 100% obfuscated.

3. Now you are ready to protect your IP. Say you have documents
(a white paper, a research paper, source code... a poem... whatever 
else…) you want to protect. You can file a copyright registration 
application online (copyright.gov). However, if you file it under your 

own name, anyone can look it up online (once it is catalogued by the 
Library of Congress), go to the archives and look at it… not good… 
This is where your new intellectual property trust comes in handy. You 
file a copyright registration application with the trust as the copyright 
owner. It will have to be filed as work done for hire (which according 
to recent changes will set you back $55 instead of $35 had you filed it 
with you as the copyright owner). Everything will be under the trust 
name and address, which no one knows and cannot be looked up. 
Your name will only appear in the copyright registration application 
under the “correspondent” (they require a natural person for this), 
but the correspondent’s name is not in the public domain under the 
registration (it is only needed for the copyright office to contact you if 
there is a problem; the registration certificate can be addressed to the 
trust at its address).

So, at the end of this process, a copy of your IP will be sitting 
somewhere in the archives of the Library of Congress – but there is no 
way for anyone to find out unless you tell them – and a copyright will 
be registered under the trust name, so you have your peace of mind. 
If you or your company need to own the copyright, simply sign the 
copyright over from the trust – you are the trustee – to the desired 
beneficiary. Such a copyright assignment need not be filed with the 
Copyright Office, it is a private transaction. For added peace of mind 
you could have the copyright assignment executed before a notary 
public, but this is not necessarily required.

Happy obfuscating! 
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